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SUBJECT: PERFCRM NG A FAI LURE MODE AND NUMBER  P-302- 720
EFFECTS ANALYSI S REV. : (Oiginal
1.0 PURPOSE
Thi s procedure establishes guidelines for conducting a
Fai l ure Modes and Effects Anal ysis (FMEA) on GSFC spacecraft
and i nstrunents.
2.0 REFERENCE
a. NHB 5300. 4 Reliability Program Requirenents
for Aeronautical and Space System
Contractors
b. CR 5230.9 Payl oad and Experinent Failure
Model and Effects Anal ysis and
Oitical Itens List Goundrul es
C. M L- STD 1629 Procedures for Performng a Failure
Modes, Effects, and Oriticality
Anal ysi s
3.0 DEFI NI TI ONS
a. Failure Mde - A particular way in which an itemfails,

i ndependent of the reason for failure.

b. Fail ure Mode and Effects Analysis (FMEA) - A procedure
by whi ch each credible failure node of each itemfroma
low indenture level to the highest is analyzed to
determne the effects on the systemand to classify
each potential failure node in accordance with the
severity of its effect.

C. | ndenture Levels - The hierarchy of hardware |evels
fromthe part to the conponent to the subsystemto the
system etc.

d. Redundancy - More than one i ndependent neans of
performng a function. There are different Kkinds of
redundancy, i ncl udi ng:

(1) Qperational - Redundant itens, all of which are
energi zed during the operating cycle; includes
| oad- sharing, wherein redundant itens are
connected in a manner such that upon failure of
one item the other will continue to performthe
function. It is not necessary to switch out the
failed itemor switch in the redundant one.




FLI GHT ASSURANCE PROCEDURE Page 2 of 10

SUBJECT: PERFCRM NG A FAI LURE MCDE AND NUMBER  P-302-720
EFFECTS ANALYSI S REV. : QOiginal
3.0 DEFI NI TI ONS (cont.)
(2) Standby - Itens that are inoperative (have no

power applied) until they are switched in upon
failure of the primary item

(3) Like Redundancy - Identical itens performng the
sanme function.

(4) WUnlike Redundancy - Nonidentical itens performng
t he sane function

4.0 SCOPE

Typi cal ground rules for an FMEA are given along with an
overvi ew of the technique, principal, step-by-step
instructions, sanple work sheets, and work sheet data
entries. Specific projects nust, of course, add to, delete
and otherw se tailor the procedures to conformwth their
needs, objectives, and contractual requirenents. That is
particularly true of safety issues or workaround operational
met hods. Al though software analysis is outside the scope of
an FMEA, the effects of failure nodes at both software and
har dwar e- sof tware i nterfaces are incl uded.

5.0 | NSTRUCTI ONS
5.1 GENERAL
5.1.1 bj ective of the FMEA

The objective of an FMEAis to identify the way failures
coul d occur (failure nodes) and the consequences of the
failures on spacecraft perfornmance (failure effect) and the
consequences on m ssion objectives (severity assignnent).

It is based on the usual case on which failure effects,

whi ch are expressed at the systemlevel, are caused by
failure nodes at | ower hardware | evels. The procedure
herein, does not quantify the probability for failure
occurrence; rather a qualitative assessnent of the failure
effect is gained by assigning the failure node to a severity
cat egory.
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5.0 | NSTRUCTI ONS (cont.)
The results of the analysis are used to inprove system
performance by initiating corrective action, usually design
changes; they are al so useful in focusing product assurance
procedures and identifying operational constraints. The
FMEA i s updated as necessary to include design changes and
operational revisions.

5.1.2 Met hodol ogy
A bottomup net hodol ogy, the FMEA is initiated by selecting
the hardware at the | owest level of interest (e.g.,
conponent nodule, circuit, part). The various failure nodes
that can occur for each itemat that |evel are tabul ated.
The corresponding failure effect, in turn, is interpreted as
a failure node at the next higher functional |evel.
Successive iterations result ultimately in identification of
the failure effects up to the highest systemlevel. It is a
process of inductive synthesis.

5.1.3 Ti m ng
The effectiveness of the FMEA in the design process is
dependent upon its early use in the identification of
probl ens and the communi cation of the information gained to
proj ect personnel who can initiate changes before design
becones fixed. Therefore, the FMEA should be initiated as
soon as prelimnary design information is avai | abl e and t hen
applied at greater depth as the design takes shape.

5.1. 4 Prelim nary Subsystem Anal ysi s
During the conceptual phase of system devel opnent, when
design information is limted to bl ock diagrans, a
“functional approach” is appropriate for identifying design
problens. Failures are postulated for the maj or subsystens
(the subsystens can al so be broken down into | ower-|evel
bl ocks). The effects are assessed, and conceptual design
changes are nade as necessary. The identified failures are
assigned to a severity category (defined in 5.1.8) with
enphasi s given to catastrophic and critical failures for
whi ch possi bl e wor kar ound procedures can be pl anned.

5.1.5 Detai |l ed Hardware Anal ysis

Detai | ed hardware anal ysis i s conducted when hardware itens,
signal lines, and power |ines have been assigned. Using
schematics and assenbly draw ngs, failure nodes are
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postul ated and their effects assessed. The failure nodes
are defined at the conponent interface, based on know edge
of the internal design and the effects are assessed at the
conponent | evel are upward to higher hardware | evels of
assenbly. The hardware | evel at which analysis begins is
included in the project’s Statenent of Wrk, which usually
requires analysis to the conponent level. The analysis is
often extended to the part |evel as needed; that is
especially true for safety considerations. At the part
level, failure nodes are defined for the parts within a
conponent and the effect is assessed at the conponent

i nterface.

5.1.6 Fai |l ure Modes

Al the ways that a failure may occur at the har dwar e
indenture level are identified. Al probable, possible, or
credi bl e nodes of failure are postul ated; they include
failure nmechani sns that have been observed historically and
whose nechani sns have been described in accordance with
sound engi neering reasoni ng.

The identification of the failure nodes is based on a

know edge of the conponent, functional specifications,
interface requirenments, schenatics, or failure nodes of the

pi ece parts associated with the interface. Failure nodes at
interfaces typically involve electrical connectors.

Failures within the unit appear as short to ground, short to

a voltage or open, for both signal and power lines. The
analysis is for the purpose of detecting potential interface
failures originating within the unit; the failure nodes
internal to the connectors are not considered.

Al though it is not necessary to understand circuitry

adj acent to connectors in order to identify a generic set of
fail ure nodes, such an understanding will help rule out
certain failure nodes and thereby reduce the anount of

anal ytical work that has to be done.

5.1.6.1 Fail ure nodes that occur within a unit, be it electrical or
nmechani cal, are manifested at the interface by one of the
follow ng failure conditions:
a. Prenmat ure operati on,

b. Failure to operate at a prescribed tine,
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C. Failure to cease operation when required.
d. Fai l ure during operation.
5.1.7 The Hardware- Software Interface
Al t hough software analysis is outside the scope of an FMEA
t he hardware-software interfaces are exam ned fromtwo
per specti ves:
a. Fai lures of the hardware that result in inproper or
| ack of response to the software.
b. Failures in the software that affect hardware
oper ati ons.
The results are brought to the attention of software
designers and anal ysts for their considerati on and possi bl e
corrective action. Exanples of failures in the software
that affect hardware operation follow
a. Commrands are too early.
b. Commands are too | ate.
C. Fai lure to comrand.
d. Comrands erroneously.
5.1.8 Fai lure Effect Severity Categories

To provide a qualitative neasure of the failure effect, each
failure node is assigned to a severity category. Safety

i ssues and inpact to other systens or property are reflected
in the selection of the severity category.

The failure effect is assessed first at the hardware | evel
bei ng anal yzed, then the next higher |evel, the subsystem

| evel, and so on to the systemor mssion level. 1In
selecting the severity category, the worst case conseguence,
considering all levels, are assuned for the failure node and
ef fect bei ng anal yzed.

Severity categories are defined below Specific projects
may require expanded definitions depending, for exanple, on
t he anount of degradation that is allowable in the return of
scientific data.
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a. Category 1, Catastrophic - Failure nodes that coul d
result in serious injury or loss of life, or damage to
t he | aunch vehicle.

b. Category 1R Catastrophic - Failure nodes of identical
or equival ent redundant hardware itens that, if al
failed, could result in Category 1 effects.

C. Category 2, Oitical - Failure nodes that could result
in loss of one or nore mssion objectives as defi ned by
the GSFC project office.

d. Category 2R, Oritical - Failure nodes of identical or
equi val ent redundant hardware itens that could result
in Category 2 effects if all failed.

e. Category 3, Significant - Failure nodes that could
cause degradation to m ssion objectives.

f. Category 4, Mnor - Failure nodes that could result in
insignificant or no | oss to m ssion objectives.

5.1.9 G ound Rul es and Assunptions

The ground rules off each FMEA include a set of project-

sel ected procedures; the assunptions on which the anal ysis

i s based; the hardware that has been included and excl uded
fromthe analysis and the rationale for the exclusions. The
ground rul es al so describe the indenture | evel of the

anal ysis, the basic hardware status, and the criteria for
system and m ssion success. Every effort should be nade to
define all ground rules before the FMEA begins; however, the
ground rul es may be expanded and clarified as the anal ysis
pr oceeds.

A typical set of ground rules (assunptions) follows:
a. Only one failure node exists at a tine.

b. Al inputs (including software commands) to the item
bei ng anal yzed are present and at nom nal val ues.

C. Al consunabl es are present in sufficient quantities.

d. Nom nal power is avail able.
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e. Al mssion phases are considered in the anal ysis;
m ssi on phases that prove inapplicable nmay be omtted.
f. Connector failure nodes are limted to: connector
di sconnect.
g. Speci al enphasis will be directed towards

identification of single failures that could cause | oss
of two or nore redundant paths.

5.2 THE FMEA PROCESS

The foll owi ng paragraphs present a typical procedure for
conducting an FMEA. The sanpl e series of tasks can be
nodi fied in keeping with the space project’s operationa
requi renents and m ssion concerns. The procedure is
summarized in Figure 1 and as foll ows:

5.2.1 Define the systemto be anal yzed. A conpl ete system
definition includes identification of internal and interface
functions, expected perfornmance at all indenture |evels,

systemrestraints, and failure definitions. A so state
systens and m ssi on phases not anal yzed giving rationale for
t he om ssi ons.

5.2.2 Indi cate the depth of t he analysis by identifying the
indenture | evel at which the analysis is begun.

5.2.3 I dentify specific design requirenents that are to be
verified by the FMEA

5.2. 4 Define ground rul es and assunpti ons on which the analysis is
based. Identify m ssion phases to be anal yzed and the

status of equi pment during each m ssion phase.

5.2.5 otain or construct functional and reliability bl ock
diagrans indicating interrel ationshi ps of functional groups,
system operation, independent data channels, and backup or
wor karound features of the system

5.2.6 Identify failure nodes, effects, failure detection and
wor karound features and other pertinent information on the
wor ksheet .

5.2.7 Eval uate the severity of each failure effect in ac cor dance

with the prescribed severity categories.
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5.2.8 | dentify hardware designs (or operations) that are
candi dates for corrective action and recommend specific
corrective measures.

5.2.9 Docunent the anal ysis and summari ze the results.

5.3 ANALYZI NG EACH FAI LURE MODE
The FMEA tasks listed in 5.2 are perforned once for each
anal ysis. Tasks 5.2.6 and 5.2.7 are perforned once for each
failure nmode. The sanple procedure for anal yzi ng each
failure node is as follows:

5.3.1 Select part or interface circuit for analysis.

5.3.2 ldentify itemRL, Cl, @, or JO5 pin 1, etc.

5.3.3 Postul ate a single failure, including node of failure.

5.3.4 From knowl edge of part/circuitry, identify a possible cause
of failure.

5.3.5 From knowl edge of circuit performance in the presence of the
postul ated failure, assess the |ocal effect.

5.3.6 Assess the failure effect at the next higher |evel and
upward to the highest systemlevel of interest, i.e., the
m ssi on.

5.3.7 Assign a severity category in accordance with definitions in
par agraph 3.5.

5.3.8 Provi de remarks on how the failure woul d be detected and
what action could be taken to restore operation. |f not
detectabl e, so state.

5.3.9 Provi de remarks on application of redundancy reconfiguration
to workaround a failure, or any other relevant information.

54 FI LLI NG OQUT THE WORKSHEET

Figure 2 presents a sanple worksheet formthat is used to
conpile the results of the FMEA. Sanple entries are
included. Wording should be brief and clear. Acronyns and
abbrevi ati ons nmay be used providing they appear on the space
project’s acronymlist. The Header Itens are illustrated by




FLI GHT ASSURANCE PROCEDURE Page 9 of 10

SUBJECT: PERFCRM NG A FAI LURE MCDE AND NUMBER  P-302- 720
EFFECTS ANALYSI S REV. : (Oiginal
50 I NSTRUCTI ONS (cont.)
Figure 2, but an explanation is given below for each col um
entry. The followng is the mninmuminfornation that should
be entered.
5.4.1 Wor ksheet Line Item Information

Fai l ure Mode Nunber - Unique identifier for each failure
node evaluated. Enter in nunerical order

I dentification of ItenfFunction - For functional analysis,
enter a concern description of the function perforned. For
a hardware analysis, enter unique identifier, i.e.,

nomencl ature, draw ng/schematic refe rence designator, or
bl ock diagramidentifier. |If possible, use identifiers that

are consistent w th program usage.

a. Failure Mdde; b. Failure Cause - ldentify the specific
failure node after considering the four basic failure
condi ti ons bel ow

Unschedul ed operati on.

Failure to operate when required.

Failure to cease operations when required.
Fai l ure during operation.

PwpbE

For each application hardware failure node, |list the najor
cause(s), e.g., separated connector, capacitor short,

capaci tor open, resistor short to ground, resistor short to
vol t age.

Failure Effects - List failure effect for each of the
hardware | evel s being considered. List in colum by a, b,
c, as bel ow

a. Local Level - Enter a brief description of the failure
effect at the subdivision | evel being anal yzed.

b. Next H gher Level - Enter the failure effect at the
hardware | evel above the | evel of the anal ysis.

C. Systemor Mssion Level - Enter the effect of the
failure node on the mssion. (If the failure has no
effect, enter none.)

Severity Category - Assign a severity category nunber (see
paragraph 5.1.8 for definition).
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Remarks - Enter any pertinent information, references or
comrents. Specifically enter
a. How the failure would be detected in the data.
b. Redundant or work around features of the design.
5.5 THE FMEA REPORT

Prelimnary or interimreports are usually nade avail abl e
for each design review An analysis of the systemat the
functional |evel should be ready for the Prelimnary Design
Review Interimreports should contain all failure nodes
and identified problemareas with the proposed corrective
acti ons.

Fol lowing are the nmajor topics covered in the final report:

a. Detai |l ed description of systemwth reliability bl ock
di agr ans.

b. The indentured | evel s anal yzed.

C. Summary of the results.

d. Summary of ground rul es and assunpti ons.

e. | dentification and di scussion of the failure nodes that

are potential problem areas.

f. List of itens exenpted fromthe FMEA a nd the rational e
for exenption.

g. Wr ksheets arranged fromsystem|evel to the | owest
unit anal yzed
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Figurel. FMEA Flow Diagram




Figure2. FAILURE MODE AND EFFECTSANALYSS

Mission DTF -1

System FIS

Subsystem/Instrument _3.13
Component _Wrist Actuator

Mission Phase Qrbit

Date 8-10-96
Prepared by Ron Smith
Approvedby RHB

Failure |dentificationof | a FailureMode | Failure Effects Severity Remarks
Mode Item or Function | b. Failurecause | & Loca or Subsystem Category a. Failure Detection Method
Number b Next Higher Level - System b. Compensating Features/Action
c. End Effect - Mission c. Other
3.13.6 Wrist actuator, roll a. Loss of a. Loss of wrist roll 2R a. Position sensor &
provides motion motor control motion and torque torque sensor displayed
in roll (x) axis b. Part failure b. Cannot continue at DAC
in motor drive FTS task and mission b. Backup hardware
circuit ¢. None at Orbiter to put arm in safe

mission

position. Good arm
can put arm in safe
position.




